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Viewing NE Details

Introduction

Westell is pleased to introduce the new Graphic User Interface for the Kentrox Remote Suite of Products (RMX-3200, RMM-
1400, RMM-700 and RMC-700). Developed in concert with our ongoing assessments of customer needs, the Remote GUI
allows users without extensive technical backgrounds to easily check alarms, events, and measurements from network ele-
ments almost instantly. Remote GUI functions include:

. Simulating and testing alarms on the Remote

. Viewing the status of all network elements managed by the Remote

. Viewing the status of alarms

. Viewing measurements from network elements managed by the Remote
. Viewing status points

Supported Web Browsers

The Kentrox Remote GUI supports use by these browsers: Internet Explorer 10 and greater, Firefox 31 and greater, Chrome
31 and greater, and Safari 7 and greater.

Accessing the Kentrox Remote GUI

1. If needed, from the Command Line Interface (CLI), enable the Remote access protocol (HTTPS only for Remotes RMM-
700 and RMC-700, HTTP or HTTPS for Remotes RMX-3200 and RMM-1400).

config remote-access https enable

Important: When using the HTTPS protocol and accessing the web interface for the first time, an error page will
display indicating that there is a problem with the web site’s security certificate. Click Continue to this web site to accept
the security certificate and continue with the acceptance options as prompted.

2. Configure the IP address from the Remote’s CLL Refer to your Remote’s Configuration Guide's “Setting Up the Initial
Remote (model) Configuration” section in the chapter titled “Getting Started.”

3. Open a web browser, and enter your Remote's IP address in this format (using HTTP or HTTPS as needed):
https://10.40.57.233

4. The login window displays. Enter your user name and your password. The graphical user interface opens to the
Home page, as shown in Figure 1.

The Kentrox Remote GUI automatically refreshes every five minutes, and uses the inactivity timeout period configured in
the Remote CLI. A dialog informs the user when the inactivity timeout period ends, and the user is redirected to the login
page after clicking OK.
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Navigating the Kentrox Remote GUI

Host name, model number, and current
user (when logged in) appear here

Display
Control Host JTRIX Model: RIX3200 User test
WESTELL
Buttons
Network Elements HOME ACTIVE ALARMS SIMULATION SYSTEM LOGOUT
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Figure 1: Default Home Page layout of the Remote GUI

The Kentrox Remote GUI is designed to bring the most severe alarms to the user’s attention immediately. The default
home page presents network elements in order of alarm severity. Network elements experiencing critical alarms always
appear on top of both the Network Element Tree on the left and the Parent Network Element Icons Display at lower right.

Color coding for alarm severities is shown below. The Display Control buttons above the Network Element Tree and in
the upper right of the Parent Network Elements Icons Display let users re-sort NE icons by severity/reverse severity or
alphanumerically/reverse alphanumerically by name.

Alarm Severity | NE Tree Icon Parent NE Icon | Color Selected Clicking either
button button a second
Critical @ tempSensoriE “ Red d'SPIays t'_me reverses the
5 solid color display order and
: \ arrow direction
Major . dDiscreteME4 Ora nge
: Sorting | Severity ||| Name
Minor +O batterySensorME L Minor J Yellow
Display Control buttons let users
Warning | - OtempSensorNEz L Warmning J Cyan re-sort the order in which NE parent
icons appear, by alarm severity, reverse
alarm severity, alphanumerically by NE
Informational | i~ . dHumidityNE3 Informational Violet name, or reverse alphanumerically by
NE name.

How Alarm Severities are shown by color
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The Network Element Tree

Icons in the Network Element Tree display include stand-alone NEs and parent NEs. Parent NEs have a plus sign to the left
of the icon. In addition to sorting these by severity or alphanumerically, users can click the plus signs to reveal child and
grandchild NEs. Users also can conceal the entire NE Tree display.

MNetwork Elements

| Severity | | Mame
— @ dHumidityNE1 -
- @ dHumidity NE2
- @ dHumidity NE3
- @ dHumidity NE4
ey -+ - @ humidity SensorME
ey -+ - @ tempSensorMNE
ey -+ @ dDiscreteMNE

é 4

- @ dDiscreteNE2
- @ dDiscreteNE3
- @ dDiscreteNE4
- @ discreteSensor2NE

—_— +. discreteSensorME
— +-0O batterySensorNE

- dBatteryNE3
- @ ACDCPowerNE

- @ ACPowerNE

Parent network elements appear with a clickable +
icon. Clicking the + icon reveals the child(ren) network

- @ DASSystemNE

element(s) within, as shown at right.

-- @ ACDCPowerNothingNE

-- @ battery SensorMNothingNE
- @ CommunicationsNE

Network Elements %

Severity | | Name

+. tempSensorNE
+. humiditySensorNE
@ dHumidityNE4
- @ dHumidityNE3

i@ dHumiditvNE2

v
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Network Elements

severity | |

Name

@ dHumidityNE4
@ humidity SensorNE
- @ dHumidity NE2

— @ dHumidityNE 1

+-@ dH1stCNE4

3 @ dH1sICNES

= @ dHZndCNEG

.+ @ dH2ndCNE5
+ @ dH1SICNE
+ @ dH1sICNE2
- @ dHumidityNE3
+-@ tempSensorNE
@ dDiscreteNE2

----- @ dH3rdCNE:[$
----- @ dH3rdCNE

| v

The icon next to parent network elements changes

to a - sign when the user clicks to reveal child(ren)
network element(s). In this example, network element
dHumidityNEL is open, displaying four child elements. One
of those, dH1stCNE3, has been opened to reveal its two
children, and one of those also is open, showing its two

children.

To conceal the
Network Elements
Tree display, the
user clicks the
small arrow icon
shown at left.
The display will
collapse into the
left margin as
shown at right.
Clicking the same

icon again will se——
restore the tree
display.

> v HONE

ACTIVE ALARVIS
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Viewing Alarms, Measurements, and NE Details

Viewing NE Details

The user can examine details about any network element form the Home Page by clicking on the NE icon or the NE
name in the tree display. The network element highlights in both places, and panels with information about active alarms,
measurements, and status points open at the bottom of the NE icons display. Buttons at upper right of the details display

allow users to view details for all alarms, and

.
to conceal the details display. &

When the user clicks on a child NE in the tree display, that child NE's details appear, while the parent NE icon highlights.

Host: JTRUM

Model: RMN1400

Network Elements HOME ACTIVE ALARMS SIMULATION SYSTEM LOGOUT
Severty | Name. Sorting [Severty || [Name
+ @ dHumidityNE1
@ dHumidityNE2
@ dHumidityNE3
User cllcks on miditySensorE
H eNET
parent or child
@ dDiscreteNE2
NE name in tree é 1::3‘505‘“9 GHumidityNET aHumidityNE2 dHumidityNES
iscreteNE4
<ol .
display or parent G st
NE icon. Both Jp——
. . O RuM1400 &
appear highlighted. -0 et
@ dTempNE3 - N
T =
o
@ dBatteryNE1
= =
@ dBatteryNE4.
@ discreteSensorONE
dDiscreteNE3
e e -
Column headers —_—_ [ e
aDisceleNES_Door_inusion 0oor Openea dDiscdteNEs_poor_inusic 390 seconds ©_Discete_Inpu_7_D focenis aicrte iput
dDiscreteNE3__Commercial_. 0seconds E_Discrete_Input_SP_D dDiscreteNE3 discrete inputi.
dDiscreteNE3__Commercial_. 0 C_Discrete_Input_SP_D dDiscreteNE3 discrete inputi.
/ sceeNE_pou iesio. 0

\/

Details on the selected NE's Active Alarms,

Column Header Display Co

Buttons to view Active or All

Measurements, and Status Points appear. .
PP Alarms and to conceal details.

ntrols

Column headers atop the Network Element details panels and the Active Alarms display allow users to adjust, re-sort,

rearrange, and delete columns.

Mame |

[

IR

I on Humidity: 19 Re

Cursor changes to a pointer when the user
hovers over the downward-pointing arrow,
revealing controls to re-sort the column
display or change the columns.

WESTELL.COM

Downward-pointing arrow appears on
& right side of header when user hovers
L] cursor over it.

Severity .|,

Message

When the pointer
hovers over Columns,
checkboxes appear
/ letting user select/
" deselect columns to
display.

1" Sort Ascending  RelHum
| SorDe

ending RelHum

Low Humidity: 19 [] Message
Low Humidity: 19 £4 Network Element
Low Humidity: 19 4 Sim Status

I . Huniditv 19 RelHum
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Column header display controls (continued)

Users can adjust column widths by hovering the cursor over the right side of a column header and then dragging the side

of the column.

1 [ Minor Infarmational
Warning [ | Mormal
Severity | Message
Low Humidity: 16 RelHum

Low Humidity: 16 RelHum
Low Humidity: 16 RelHum

Cursor changes to width adjustment tool when the user hovers over the side of a column header. User then

drags the tool right or left to change column width as desired. In the above example, the user is narrowing the
Message column.

twork Element
dH1stCNE1

dH1stCNE2
dH1stCNE2

Users can rearrange columns by dragging the headers to the desired spot.

Minor

Warning |

Informational

Mormal

Severity |

Message

Low Humidity: 16 RelHum
Low Humidity: 16 RelHum
Low Humidity: 16 RelHum
Low Humidity: 16 RelHum

@ Network Element

@ Network Element
dH1stCNEZ
dH1stCHNES
dH1stCHNE4

Sim Status

The name of the column being moved appears initially with a red slashed circle icon and moves with the
cursor, as shown above. Once the cursor moves halfway across the next column, that icon changes to a
green checkmark as shown below, and the user can release the mouse button to rearrange the columns.

il [ Minor Informational
Warning MNaormal
Sewverity | Messagyg

Low Humidiy)

<

Network Element

Low Humidity Jo-c—=et=ram

Low Humidity: 16 RelHum
Low Humidity: 16 RelHum
Low Humidity: 16 RelHum
Low Humidity: 16 RelHum

MNetwork Element

dH1stCMNE1
dH1stCMNEZ
dH1stCMNES
dH1stCNE4
dH2ndCMEN
dH2ndCMEZ2

Users can re-sort contents of a column by clicking on the header. When the user clicks on the Severity column header
displaying descending severity (arrow pointing down, as shown above), the contents reappear in order of ascending

severity, as seen below. Another click toggles back to the prior view. Other columns will re-sort by name in alpha-numeric
order or the reverse when the headers are clicked.

v
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Search:

Mame

dBatteryME1__batteryAlarm
dBatteryMEZ__ batteryAlarm
dBatterynE3__ batteryAlarm
dBatteryNE4__ batteryaAlarm

Critical
Major

dTempistCompMNE1__tempAlarm

Minar Informational
Warning Marmal
Severity | Message
Battery offline
informational Battery offline
informational Battery offline
informational Battery offline

warning

Temperature too much signal
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The Active Alarms Display

The Active Alarms display, shown below, appears when the user clicks the Active Alarms tab on the Display Control Tab
Bar. This initial default view includes all alarms except for “Normal” severity.

Host: JTRMM Model: RMM1400 User: test

Network Elements SIMULATION

(oo T [otom] pctve wams w
+ @ gHUmINET
@ dHumidiyNE2 I cearen Crlical [ | Minor (| Informational I .
@ dHumiNE3 Major Warning [ | Normal < Sea rCh fl eI d
@ dHumidiyNE4 Name Severty Message Network Element Sim Status a nd f| Ite ri ng
- IRy SensoNE aHumidity1stCompNET_humidityAlarm Low Humidty: 28 RelHum GHISICNE

+ @ tempSensomiE
+ @ dDiscreteNE1
@ dbiscreteNE2
© dDiscreteNE3
@ dbiscreteNE4.
@ discreteSensor2NE

Low Humidity: 28 RelHum dH1StCNE2 CheCkboxeS

Low Huridity: 28 RelHum dH1SICNE3

dHumidity1StCompNE2_humidityAlarm
dHumidity1siCompNE3__humidityAlarm
dHumidity1siCompNE4__humidityAlarm
GHumidityZndCompNE1__humidityAlarm
dHumidity2ndCompNE2__humidityAlarm

Low Huridity: 28 RelHum dH1SICNE4
Low Humidity: 28 RelHum dH2ndCNE1

m

Low Humidity: 28 RelHum dH2ndCNE2

. © discreleSensoriE dHumidityZndCompNE3_humidiyAlarm Low Humidity: 28 RelHum GH2NACNES
1O battenSensorE dHumidityZndCompNE4_humidiyAlarm Low Humidity: 28 RelHum dH2NICNES
+ O dBatteryNE3 dHumidity2ndCompNES__humidityAlarm Low Humidity: 28 RelHum dH2ndCNES
| O RuM1400 dHumidityzndCompNEE__humidityAlarm Low Humidity: 28 RelHum dH2ndCNER
- © dTempNEY dHumidiy2ndCompNE7_humidiyAlarm Low Humidity: 28 RelHum dH2NdCNET
@ aTempNE2 dHumidityzndCompNES_ humidityAlarm Low Humidity: 28 RelHum dH2ndCNES
© dTempNE3 GHumidity3rdCompNE 10_humidityalarm Low Humidity: 28 RelHum GH3rACNET0
| © dTempNE4 dHumidity3raCompME 11__humidityAlarm Low Humidity: 28 RelHum dH3rdCNET1
Q dHumidity3rdCompMNE12_t Low Humidity: 28 RelHum dH3rdCNE12
| ® qBatteryNE1 dHumidity3rdCompNE 13__humidityAlarm Low Humidity: 28 RelHum dH3rdCNE13
@ dBatienNE2 dHumidity3rdCompNE14__humidityAlarm Low Humidity: 28 RelHum dH3rdCNE4
| ® dBatteryNE4 dHumidity3rdCompNE 15__humidityAlarm Low Humidity: 28 RelHum dH3rdCNE15
L ONE at ompNE16_| Low Hunidity: 28 RelHum dHIrACNE1S

dHumidity3rdCompNE1__humidityAlarm Low Humidity: 28 RelHum dH3rdCNET

The Search feature allows users to search for alarms using words or characters that appear in the alarm name. Below, a
search for the word “door” has yielded six major alarms involving door intrusions.

To return to the full Active Alarms display, the user needs to delete the contents of the Search field.

WESTELL

Metwork Elements

| : severty | | WL | Active Alarms
+-@ dHumidityNE1
@ dHumidityNE2 — | dool | [] Crtical [ Minor [ Infarmational
@ dHumidityNE3 [] Major [] Warning [] Mormal
- @ dHumidityNE4 Name ‘" Severity .|, Message
+ @ humiditySensorhE dDiscreteNE1__Door_Intrusion_mod Door Opened
+ @ tempSensorNE dDiscreteNE2__ Door_Intrusion_mod Door Opened
T : dDiscreteNEA dDiscreteME3__Door_Intrusion_mod Door Opened
- dDi teME2
Iscrete dDiscreteME4_ Door_Intrusion_mod Door Opened
--@ dDiscreteNE3 : :
discreteSensor2NE__Door_Intrusion_mod Door Opened
--@ dDiscreteME4 i :
) discreteSensorME_ Door_Intrusion_mod Door Opened
- @ discreteSensor2NE
+-@ discreteSensorlNE

The Filtering Checkboxes allow users to filter the Active Alarms display by severity. For example, a user could check Critical

and Major, and only alarms of Critical and Major severity would display. The Normal checkbox lets users view alarms in the
Normal state, which are not normally displayed.

The display updates any time a box is checked or unchecked. When all checkboxes are deselected, all active alarms are

displayed again. W
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Simulations and Tests

The Remote GUI Simulation page lets users simulate any alarm and test the Remote. Simulations let users view how any
alarm appears without triggering any actual alarms. The test feature allows users to test a Remote during installation or
maintenance, for example, without generating actual alarms at a network operations center (NOC).

To access the Simulation page, click the Simulation tab on the Display Controls Tab Bar.

Simulation Tab Network Elements Q@ ACTIVE ALARS ‘b SYSTEM Logout
severty | Jame Simulation Alarms
@ dHumidityNET
@ cHumidighE2 O Name T Severity |, | Message Network Element Sim Status
@ dHumidityNE3 [] dHumidity!stCompNE1_humidityAlarm Low Humidity: 21 RelHum GHAStCNET
@ dHumidityNEA ] dHumiditylstCompNE2__humidityAlarm Low Humidity: 21 RelHum dH1StCNE2
@ humiditySensoE [ dHumiditylstCompNE3_humidityAlarm Low Humidity: 21 RelHum GHAStCNE3
@ tempSensorlE [] dHumidity!stCompNE4__humidityAlarm Low Humidity- 21 RelHum dH1StCNES.
® dDiscreteNE1 [ dHumidity2ndCompNET_humidityAlarm Low Humidity” 21 RelHum dH2ndCNET
© dDiscreteNE2 [ dHumidity2ndCompNE2_ humidityAlarm Low Humidity: 21 RelHum dH2ndCNE2
© dbiscreteNE3 (] dHumidityZndCompNE3_humidityAlarm Low Humidity: 21 RelHum dH2ndCNE3
© dDiscreteNE4. [ dHumidity2ndCompNE4_ humidityAlarm Low Humidity: 21 RelHum dH2ndCNE4
Q discreteSensor2NE (] dHumidity2ndCompNES__humidityAlarm Low Humidity: 21 RelHum dH2ndCNES
O discreteSensorNE ] dHumidity2ndCompNES_ humidityAlarm Low Humidity: 21 RelHum dH2ndCNES
O batterySensorlE (] dHumidity2ndCompNE7__ humidityAlarm Low Humidity: 21 RelHum dH2ndCNET
O dBatteryNE3 [ dHumidity2ndCompNES__ humidityAlarm Low Humidity: 21 RelHum dH2ndCNES
O RMM1400 ] dHumidity3rdCampNE10_ humidityAlarm Low Humidity: 21 RelHum dH3rdCNE10
O dTemphe [] dHumidity3rdCompNE11_humidityAlarm Low Humidity: 21 RelHum AH3rdCNE 11
© dTempNE2 [ dHumidity3rdCompNE12_humidityAlarm Low Humidity: 21 RelHum GH3CNE12
O dTemphiE3 (] dHumidity3rdCompNE13_humidityAlarm Low Humidity: 21 RelHum dH3rCNET3
8dTempNEA [ dHumidity3rdCompNE14__humidityAlarm Low Humidity: 21 RelHum GH3dCNE4
.fg‘;j::’:’:“? [] dHumidity3rdCompNE15_humiityAlarm Low Humidity: 21 RelHum dH3rdCNE15
P —— [ dHumidity3rdCompNE16__humidityAlarm Low Humidity: 21 RelHum dH3rdCNE16
© ACPoweilE [ dHumidity3rdCompNE1_humidityAlarm Low Humidity: 21 RelHum GH3rdCNET
@ tatterySensomiothinglE (] dHumidity3rdCompNE2_humidityAlarm Low Humidity: 21 RelHum dH3rdCNE2
@ CommunicationshE [ dHumidity3rdCompNE3_humidityAlarm Low Humidity: 21 RelHum dH3rdCNE3
@ DAsSystemliE [] dHumidity3rdCompNE4__humidityAlarm Low Humidity: 21 RelHum dH3rdCNES.
@ cBatteryNET ] dHumidity3rdCompNES_ humidityAlarm Low Humidity- 21 RelHum GH3rdCNES
@ dBatteryNE2 [] dHumidity3rdCompNE6__humidityAlarm Low Humidity: 21 RelHum GH3rCNES
@ dBatteryNE4 [] dHumidity3rdCompNE7_humidityAlarm Low Humidity” 21 RelHum dH3rdCNET
@ DCPawerE [ dHumidity3rdCompNES__humidityAlarm Low Humidity: 21 RelHum dH3rdCNES
Checkboxes to o oo Comro T e e
select alarms | Sowtomne Simutation Hods Testinoce
@) Disasled ) Normal ) NonNormal (®) Enable () Disable
Simulation Controls ‘ﬁ Duration (Minutes): |1 Timeout (Minutes): | 10
Test COntrOIS —_ The current Mode is Normal. (~
ey
To conduct a simulation: v
1 Select one or more alarms to simulate by clicking

checkboxes in the left column of the Simulation Alarms display.

2. In the Simulation Controls, select either Normal (to
simulate Normal severity) or Non-Normal (to simulate a
different severity).

3. Set the desired duration (maximum is 60 minutes).

4. Click Apply. A confirmation window appears showing
the selected simulation settings. Click Yes to start the simulation
or No to reset the settings.

During the simulation, messages appear in the Sim Status
column of the alarm display stating the simulation mode and
time remaining. The user can update these messages by clicking
the Refresh button. When the simulation ends, the messages no
longer appear.

v
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Refresh
button

Sim Status | A

Simulation Mormal, 153 Seconds remaining. &
Status > Mormal, 153 Seconds remaining. =
Messages Mormal, 153 Seconds remaining.

Mormal, 153 Seconds remaining.

User clicks Sim Status header
twice to bring simulated alarms
to top of the display.
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Using the Test Feature

The Remote GUI test feature marks alarms occurring during physical site tests so NOC operators are informed that no
reaction is needed. The test controls all appear at the bottom right of the Simulation page shown on Page 8. To test the
Remote:

1. Click the Enable button, set the desired Timeout (test) duration in minutes, and click .
: Confirm test changes =
4 (’If_)"\:, Setting test mode to Enable for 2 minutes
| &
E | | Yes | No

2. A confirmation message appears: «win 51 ma
Click Yes to start the test.
Click No or the close button to not start the test (to reset the test duration, for example).

3. The Test Mode controls will display a message with the test mode and time remaining. This message is always

displayed when the Remote is in test mode. The user can click the Refresh button next to the message to update the time
remalnlng. Test Mode

(® Enable () Disable

Timeout (Minutes). | 2

Test mode duration

The current Mode is Test Seconds remaining: 98 -)'-\ppry
message >

\_ Refresh button - Click to update the message
4, At this point, the user can let the test proceed, change the test duration, or halt the test in process.

To change the timeout duration, the user adjusts the number of minutes and clicks Apply. The new
duration will display in the message.

To halt the test in progress, the user clicks the Disable button and Apply. A confirmation message will
appear, and the user clicks Yes to halt the test. The message will display that “The current Mode is Normal”

5. When the test expires, the Simulation Page will return to the initial view the next time the user refreshes or
when the Remote automatically refreshes the view (which occurs every five minutes). The message “The current Mode is
Normal” will appear again.

Viewing the System Information

To view system information via the Kentrox Remote GUI, the user clicks the System tab on the Display Control tab bar. The
read-only system information appears as shown below. Users can adjust column widths as needed.

Q HOME ACTIVE ALARNS SIMULATION SYSTEM
= b
z Firmware Version hW)
W | Proguct Remote RMX
S version 610
£
3 | Buidoate 2015-04-08,03:50:06.0,-04:00
Build ID 001
Image type: KTX535-Production
Bootloader Version 408
System Inventory
Name Slot Manufactu_ Part Number Product Code Serial Num._. Manufacture Date | Version
KTX535 Kentrox B535-04 B:0 RMX3200 31038869 022513 407
Gigabit Et... ExpSlot Kentrox B543-00.0:0 RMX-WGBE 31013368 03i24M —

WESTELL
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Logging Out

To log out of the Remote GUI, the user clicks the Logout tab on the Display Control tab bar. A confirmation message

Logout (<)

(727} Are you sure you want to logout?

appears:
Click Yes to log out. The Remote GUI login page will display.

Click No or the close button to return to the previous display.

Customer Assistance

All customers, partners, and resellers who have a valid Westell Support and Services Agreement have complete access to
the technical support resources.

Before you call or email

Before you contact Westell for assistance, please have the following information available:

° The versions of hardware and software you are currently running

o The error number and exact wording of any messages that appeared on your screen.
) What happened and what you were doing when the problem occurred.

o How you tried to solve the problem.

Email Technical Support

Email support is available. You may send email at any time during the day; however, responses will be provided only
during normal business hours, in accordance with your Service and Support Agreement.

To contact Technical Support, send email to support@westell.com.

Telephone Technical Support

Phone number 800-377-8766, option 2
Normal business hours: 8 a.m. to 6 p.m. Eastern time.

After-Hours Support is available to customers with a valid 24x7 Support and Services Agreement. Call the above number,
option 2, and follow the prompts for after-hours service.

v
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